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Abstract

Purpose — This purpose of this paper is to provide insight through analysis of the data collected from a pilot
study, into the decision-making process used by organizations in cybersecurity investments. Leveraging the
review of literature, this paper aims to explore the strategic decisions made by organizations when
implementing cybersecurity controls, and identifies economic models and theories from the economics of
information security, and information security investment decision-making process. Using a survey study
method, this paper explores the feasibility for development of a strategic decision-making framework that
may be used when evaluating and implementing cybersecurity measures.

Design/methodology/approach — A pilot study was conducted to evaluate the ways in which decisions
are made as it relates to cybersecurity spending. The purpose of the pilot study was to determine the
feasibility for developing a strategic framework to minimize cybersecurity risks. Phase 1 — Interview Study:
The qualitative approach focused on seven participants who provided input to refine the survey study
questionnaire. Phase 2 — Survey Study: The qualitative approach focused on information gathered through an
online descriptive survey study using a five-point Likert scale.

Findings — The literature review identified that there is limited research in the area of information security
decision making. One paper was identified within this area, focusing on the research completed by Dor and
Elovici [22]. This exploratory research demonstrates that although organizations have actively implemented
cybersecurity frameworks, there is a need to enhance the decision-making process to reduce the number and
type of breaches, along with strengthening the cybersecurity framework to facilitate a preventative approach.

Research limitations/implications — The partnership research design could be expanded to facilitate
quantitative and qualitative techniques in parallel with equal weight, leveraging qualitative techniques, an
interview study, case study and grounded theory. In-depth data collection and analysis can be completed to
facilitate a broader data collection which will provide a representative sample and achieve saturation to
ensure that adequate and quality data are collected to support the study. Quantitative analysis through
statistical techniques (i.e. regression analysis) taking into account, the effectiveness of cybersecurity
frameworks, and the effectiveness of decisions made by stakeholders on implementing cybersecurity
measures.

Practical implications — This exploratory research demonstrates that organizations have actively
implemented cybersecurity measure; however, there is a need to reduce the number and type of breaches,
along with strengthening the cybersecurity framework to facilitate a preventative approach. In addition,
factors that are used by an organization when investing in cybersecurity controls are heavily focused on
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compliance with government and industry regulations along with opportunity cost. Lastly, the decision-
making process used when evaluating, implementing and investing in cybersecurity controls is weighted
towards the technology organization and, therefore, may be biased based on competing priorities .

Social implications — The outcome of this study provides greater insight into how an organization makes
decisions when implementing cybersecurity controls. This exploratory research shows that most
organizations are diligently implementing security measures to effectively monitor and detect cyber security
attacks. The pilot study revealed that the importance given to the decisions made by the CIO and Head of the
Business Line have similar priorities with regard to funding the investment cost, implementing information
security measures and reviewing the risk appetite statement. This parallel decision-making process may
potentially have an adverse impact on the decision to fund cybersecurity measures, especially in
circumstances where the viewpoints are vastly different .

Originality/value — Cybersecurity spend is discussed across the literature, and various approaches,
methodologies and models are used. The aim of this paper is to explore the strategic decision-making
approach that is used by organizations when evaluating and implementing cybersecurity measures. Using a
survey study method, this paper explores the feasibility for development of a strategic decision-making
framework that may be used when evaluating and implementing cybersecurity measures.

Keywords Cybersecurity, Economics in information security, Decision-making,

Information security, Information risk management

Paper type Research paper

1. Introduction

This article explores the decision-making process of various stakeholders who are involved
in the implementation of cybersecurity measures to safeguard sensitive data. Through use
of a survey study, data was collected and used to understand the influence stakeholders
have on an organization’s decisions to fund cybersecurity measures.

Through this exploratory process, it is apparent that a wide range of principles are
relevant to cybersecurity decision-making process. Specific security measures are important
and should be implemented appropriately to alleviate cybersecurity threats. The outcomes
of this exploratory research will provide the necessary data to determine if further research
should be completed within the area of cybersecurity decision-making and its application to
development of a strategic decision-making framework to broaden the current opportunity
cost models.

2. Background

Economic optimization of information security is an area of interest to researchers and
executives in most organizations. From a financial viewpoint, cost-benefit justification for
security measures is impactful and necessary. Previous authors have focused on either the
economics of information security or the decision-making process of information security
investments.

This article aims to explore the viability for development of a strategic decision-making
framework to assist organizations in effectively articulating the business impact of
cybersecurity risks. This exploratory research will focus on three main areas to determine
the appropriateness of the research for further in-depth analysis through a broader research
approach:

»  Why are current implementations of information security frameworks effective at
identifying, monitoring and responding to information security threats?

¢ What factors are used by an organization when investing in cybersecurity controls?

¢ What decision-making mechanisms are organizations using when evaluating
different security measures prior to implementation?



In reviewing previous literature on this topic, a list of questions was developed for use in
analyzing journal articles and theses. The purpose of these questions is to provide a baseline
of areas that the literature should address and to provide a focus for the exploratory
research.

The basis of the literature review revealed two specific areas within the field of
information security. The first area shows diverse defences against cyber security attacks
using technical techniques, with the controls leveraged to include systems as well as policies
and procedures. The second area focuses on the economics of information security, and
many models and theories are used. Each area was reviewed in-depth to provide an
understanding of its application to cybersecurity and the decision-making process used
when evaluating and investing in various security measures.

2.1 Literature defining possible defences against cyber attacks

The literature defining possible defences against cyber attacks using technical techniques
can be viewed from three general perspectives, specifically game theory, decision theory and
expected utility theory. The primary focus in this area is on the use of technical techniques
within various models.

Various methods are used in these studies that use technical techniques. The studies
focus on the analysis of cyberattacks and their effects using game theory, security risk
analysis models and event tree analysis as shown in these articles (Lee et al, 2017; Feng and
Wang, 2014; Orojloo and Azgomi, 2017; Henriques De Gusmao ef al, 2016; Fielder et al.,
2013; Zavgorodniy et al., 2014).

These models are comprehensive, and some use both qualitative and quantitative
methods and techniques to measure the security risk factors with causation using relevant
systems. There are many limitations that result from the application of these methods to the
proposed topic, specifically system complexities, type of organization, range of criteria and
the utilization of a conceptual model to facilitate organizational decisions on information
security spending.

In analyzing this area with the literature review, it is apparent that these models are well-
defined and therefore would be out of scope for exploration within this research topic.

2.2 Literature defining economic models and theories on cybersecurity

The literature defining the economics of information security focuses on the strategic
decisions made by organizations when implementing cybersecurity controls. Various
models are used to determine ideal spending on information security measures. A traditional
approach is shown in the study of Bojanc and Jerman-Blazic (2008), who propose a standard
method for the assessment of the necessary ICT security countermeasures. The method
classifies threats, assets and vulnerabilities of the ICT systems through a security risk
analysis. Quantification of the ICT security investment is shown, making this method
applicable to enterprise security risk scenarios.

In comparison Gordon and Loeb (2002), Gordon ef al. (2016) “introduced an economic
model to determine the optimal amount to invest in protecting a given set of information”. In
this study, the optimal amount to spend is viewed as a minimal fraction of the expected loss
and uses a range of vulnerabilities in which investment is unwarranted. The study also
shows that “an increase in vulnerability of an information set increases the optimal
investment in information security”. This economic model has become the industry
framework and is leveraged by many researchers.

Researchers, Huang et al (2008), developed a model for analyzing strategies for security
investments under various assumptions. This framework leverages the Gordon and Loeb (2002)
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model changing the risk assumption condition from a risk-neutral decision maker. This economic
model examined the ideal security investment with the condition of a risk-averse decision maker.
The study focuses on the literature to demonstrate that the decisions made in high performance
organizations indicate risk aversion, as shown in Fiegenbaum and Thomas (1988) and Jegers
(1991).

Organizations with risk-averse decision makers have a greater tendency to invest in
security measures for risk reduction and encounter less capital constraint than
organizations with performance that is below average.

Researchers leverage agency theory to demonstrate that a decision maker is risk-averse
if their wealth portfolio is connected to the organization’s performance (Wiseman and
Gormez-Mejia, 1998).

Researchers conclude that risk-averse organizations will invest in security measures;
therefore, a risk-aversion economic model for security investment would provide executive
insight into how organizations should make decisions when investing in security measures.

Researchers (Mayadunne and Park, 2016), “attempt to determine how investment
decisions change given information sets of varying breach probabilities and potential
losses”. The study takes into account previous models and approaches, specifically:

¢ the economic models of Gordon and Loeb (2002) and Huang et al. (2008);
* the expected utility theory of Von Neuman and Morgenster (2007); and

¢ an approach to understanding and influencing the decision of an attack (Cremonini
and Nizovtsev, 2006).

Researchers model the cybersecurity investment behavior of a risk-taking decision maker in
comparison to either a risk-neutral or risk-averse decision maker.

In addition to the models described above on information security spend using
opportunity cost models, processes for decision-making relating to the purchase of security
measures have been researched, as seen in Avgerou (2000). There are variations among
industries, organizations, categories of individuals, technologies, organizational structure
and risk profiles, resulting in varied outcomes of cybersecurity spending by executives.
There is a distinction between the decision-making processes regarding the purchase of
security measures and the purchase of information technology. They differ in the manner in
which a decision is viewed by technical individuals in comparison to business employees.
Therefore, the variance in viewpoint impacts the decision outcome, as shown by
(Albrechtsen and Howden, 2009; Carty et al., 2012; Johnson, 2009).

This article, through the use of a survey study will explore the area of information
security decision making leveraging the research completed by Dor and Elovici (2016).
Using grounded theory, researchers design a conceptual model that shows the current
practices for decision-making about information security investment in organizations across
industries. The framework takes into consideration that organizations may have different
views, specifically depending on the stakeholder who finances the security measures, the
organization’s industry, structure and role of the Chief Information Security Officer’s (CISO).
The study reveals that leveraging a conceptual model can help relevant stakeholders during
the decision-making process.

3. Cybersecurity spending
Cybersecurity spending is discussed across the literature, and various approaches,
methodologies and models are used. The aim of this article is to explore the feasibility for



development of a strategic decision-making framework that may be used when evaluating
and implementing cybersecurity measures.

3.1 Methodology used for evaluating cybersecurity spending

A pilot study was conducted to evaluate the ways in which decisions are made as it relates
to cybersecurity spending. The purpose of the pilot study was to determine the feasibility
for developing a strategic framework to minimize cybersecurity risks, with a focus on the
decision-making process by applicable stakeholders within organizations. Through using
three discussion questions as noted above, this pilot study explores the rationale for
determining cybersecurity spend within organizations.

The pilot study research design used an inductive, qualitative approach and used a
combination of techniques using a combined cross-sectional and time series horizon. The
partnership research design applied a two-phased approach within the pilot study. To
elaborate on partnership research designs, this approach “typically involves combining
more than one method, such as a questionnaire survey and interviews, where both assume
similar importance in the study [...]. When combined, the interview data will contain
greater detail, clarifications and added explanations; the questionnaire data will contain
shorter answers, possibly more focused, but will be able to cover responses from a wider
range[...]” (Easterby-Smith ef al., 2015).

¢ Phase 1 — Interview study: The qualitative approach focused on seven participants
who provided input to refine the survey study questionnaire.

¢ Phase 2 — Survey study: The qualitative approach focused on information gathered
through an online descriptive survey study using a five-point Likert scale. The
approach used in this qualitative research design included seven participants who
provided input to refine the survey study questionnaire.

This approach ensured that the breadth of knowledge of the participants would be applied
to the survey study, thus improving the clarity of information obtained when the survey
was completed by the online participants. The interview method was chosen to facilitate the
triangulation and complementarity of the participants’ experiences in the strategic decision-
making process for implementing cybersecurity controls. This approach was incorporated
into the survey study to elaborate, corroborate and clarify the intent of the questions
published in the online descriptive survey study, thus providing a greater level of confidence
in the results.

This approach was used within the qualitative pilot study research design, as it allows
for a systematic way to analyze the feedback and apply it to the survey study questionnaire.
Using individual participants to review the survey questionnaire:

» facilitated a deeper understanding of the participants’ perspectives on the intent of
each survey question; and

¢ allowed for experienced industry individuals with direct knowledge of the topic and
of pilot studies to provide input on the approach as well as the context of each
question.

This approach facilitated redesigning survey questions to include:
o Likert scales;
¢ demographical questions;
« groupings of questions within categories;
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¢ the ability to prioritize answers;

» the wording and applicability of each question;

¢ adding drop down/pick list options;

e reviewing the estimated time to complete;

¢ the number of questions on the questionnaire;

» asking the same type of question more than once throughout the survey; and
¢ the type of instrument used.

The output from these interviews was used in the following ways:
 to facilitate development of the descriptive online survey study questionnaire; and
* to supplement future work to be completed on this topic.

The design of the interview study within this pilot study facilitated flexibility; it
allowed interaction between the researcher and participant, the completion of a
combination of a semi-structured analysis of the investigated topic, the identification of
common themes and the use of the information to further enhance the descriptive
survey study questionnaire.

3.2 Survey study

The descriptive survey design was used because it provides a pre-specified data collection
method to facilitate the collection of data on variables of interest with this pilot study. The
survey made it possible to draw from a large, distributed population on a specific topic in
the field of cybersecurity.

This survey design generated a description of the topic in terms of the distribution of the
relevant variables and can play an exploratory role, in which certain statistical techniques
(i.e. cluster analysis) can be used to identify underlining patterns. An online questionnaire
was used as the primary data collection instrument, as it uses a standardized, structured set
of questions to measure variables important within this area; these include the following:

¢ the effectiveness of current implementations of information security frameworks;
and

» the decision-making process when evaluating, implementing and investing in
information security controls.

The survey was published from September 5, 2018 to February 12, 2019 and had 324 views.

In total, 32% of the individuals who viewed the survey participated, for a total of 100
participants, with 88 completed and 12 partially completed surveys providing a
representative sample size. The survey was administered with an introduction that provided
obtained informed consent from the respondent.

The data from the survey responses were used to directly answer the discussion
questions. Preliminary analysis focused on verification of the data prior to analysis,
specifically:

¢ checking for errors;

* managing missing values;

« transforming the data to perform analysis; and

» checking scale reliability.



Descriptive statistics, such as the sample mean and standard deviation, were used to
analyze, summarize and simplify the survey data.

3.3 Survey study results
The results from the survey were interesting and indicative of a survey that is replicable.
The survey results were categorized into three classifications:

(1) the effectiveness of current implementations of cybersecurity frameworks;

(2) factors that are used by an organization when investing in cybersecurity controls;
and

(3) the decision-making process used when evaluating, implementing and investing in
cybersecurity controls.

The data received from the online survey study were used to answer the following
discussion questions:

3.3.1 Why are current implementations of cybersecurity frameworks effective in identify-
ing, monitoring and responding to cybersecurity threats? In analyzing the data, 93
respondents stated that they currently leverage government and industry frameworks when
implementing cybersecurity measures. In addition, 84 respondents based their decision-
making mechanisms on validating compliance with government regulations, industry
standards and internal policy.

In total, 54% of respondents indicated that they had experienced a type of cybersecurity
breach, prioritized as follows: malware/ransomware, phishing, lost/stolen computer media
and external/data breach, where 94% of respondents expressed the average dollar loss as
between $0-$1m.

Over 75% of respondents believe they can detect, respond to and monitor a security
incident; however, they are not able to prevent a security incident from occurring within
their environment. These respondents believe that their organization is in compliance with
government and industry standards.

In total, 89 respondents indicated that their organization measures the effectiveness of
the implemented cybersecurity framework according to the following priorities:

e compliance;

» audit/assurance testing;

» key performance indicators;
 capacity maturity models; and

¢ cost, taking into account that 50% of respondents indicated that their organization
is a risk-averse environment.

3.3.2 What factors are used by an organization when investing in cybersecurity controls? In
total, 87 respondents indicated that the decision-making mechanisms used by their
organization when evaluating and implementing different security measures primarily
focus on:

¢ compliance with government and industry regulations;
e investment cost;

* impact of either a breach or fine;

» either reputational or brand risk; and
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¢ ease of use by the business.

3.3.3 What decision-making mechanisms are ovganizations using when evaluating different
security measures priov to implementation? The results of the survey study provided a
perspective on the importance of stakeholders making decisions on implementing
cybersecurity measures within their organization. A total of 89 respondents indicated that
the following hierarchy of decision makers:

o Chief Technology Officer (CTO);

e Chief Information Security Officer (CISO);
¢ Head of Business Line;

¢ Chief Information Officer (CIO), and

» Board of Directors.

Respondents believe that the CTO and CISO have the primary responsibility for funding the
investment cost in their organization, and 66% of respondents indicated that their
organization’s investment budget is between $1 and $5m annually. Stakeholders are
involved during the implementation of cybersecurity measures in the following ways, as
prioritized by 89 respondents:

¢ directly involved in the decision-making mechanism;

» attend meetings on evaluating cybersecurity measures;

¢ involved in implementation activities related to cybersecurity measures; and
« supporting the cybersecurity function.

This exploratory research demonstrates that although organizations have actively
implemented cybersecurity frameworks, there is a need to enhance the decision-making
process to reduce the number and type of breaches, along with strengthening the
cybersecurity framework to facilitate a preventative approach. In addition, factors that are
used by an organization when investing in cybersecurity controls are heavily focused on
compliance with government and industry regulations along with opportunity cost. Lastly,
the decision-making process used when evaluating, implementing and investing in
cybersecurity controls is weighted towards the technology organization and, therefore, may
be biased based on competing priorities.

4. Discussion and conclusion

Most organizations are faced with an array of choices when deciding on funding as it relates
to cybersecurity measures. Funding the investment cost to provide a secure environment
can be complex. Cost-benefit analyses, risk appetite and business trade-offs are some of the
areas that are factored into the overall decision-making process. The results of the survey
study showed that the following areas are critical in an organization’s decision-making
process when allocating funds for cybersecurity measures:

o Allocation of budget — Although 74% of respondents believe that their organization
has allocated a large enough budget to respond to or detect a cybersecurity breach,
93% of participants believe that their organization’s cybersecurity budget is
insufficient to ensure appropriate cybersecurity measures that would prevent a
breach.



o Ability to prevent a cybersecurity breach — Although 74% of respondents believe that
their organization can detect a cybersecurity breach in a timely manner, 81% of
participants believe that their organization is unable to prevent a cybersecurity
breach, with 11% indicating that their organization has encountered more than 15
breaches (Figure 1).

4.1 Measuring the effectiveness of implemented frameworks
In total, 91% of participants believe that their organization’s current information security
framework implementation is ineffective to prevent a cyber security breach.

A total of 89 respondents believe that their organization measures the effectiveness of the
current information security framework implementation by: compliance with policy, audit
and assurance testing, key performance indicators, cost and capacity maturity model.

4.1.1 Risk level. In total, 50% of the 88 respondents indicated that their organization’s
decision-making process is aligned with a risk-averse methodology, and as noted within
most of the economic models presented earlier in this article, this would directly impact the
cost-benefit analysis (Figure 2).
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4.1.2 Importance of decision maker. The results of the survey study showed that the
importance given to the decisions made by the CIO and Head of the Business Line have
similar priorities with regard to:

» funding the investment cost;
* implementing information security measures; and
* reviewing the risk appetite statement.

This parallel decision-making process may potentially have an adverse impact on the
decision to fund cybersecurity measures, especially in circumstances where the viewpoints
are vastly different.

The literature review identified that there is limited research in the area of information
security decision-making. One article was identified within this area, focusing on the
research completed by Dor and Elovici (2016). It is apparent from the results of the survey
study that the cybersecurity decision-making process takes into account an elaborate series
of decisions that require input from many stakeholders within an organization. Using this
type of decision-making process would require an understanding of key aspects within an
organization’s landscape, including a measure of the implementation of the cybersecurity
framework, a funding model for cybersecurity measures, the risk appetite within an
organization and the impact that a breach would have on an organization. Therefore, further
work is required to understand and develop an appropriate decision-making framework to
minimize cybersecurity risks. Developing this type of strategic framework would require a
more in-depth research approach.

5. Implication for research, practice and/or society

The outcome of this exploratory research provides a relationship between theory and
practice by demonstrating that most organizations are diligently implementing security
measures to effectively monitor and detect cyber security attacks. The implications this pilot
study has on practice is extensive, as it focuses on a broad range of areas to include risk,
funding and type and impact of cyber security breaches encountered. The pilot study clearly
demonstrated that 94% of participants believe their organization is in compliance with
company policy and applicable regulations, and the organization can adequately detect,
respond and monitor a security incident. In parallel, it was highlighted that ninety one per
cent of respondents believe their organization is unable to prevent a security incident from
occurring. This clearly identifies the need to further research this area.

The research can be used in practice to influence public policy, government regulations
and industry standards. The pilot study revealed that the decision-making mechanism used
by most organizations today requires further review to reduce the number of cyber security
breaches through preventative measures. Specific security measures are important and
should be proactively implemented appropriately to alleviate cybersecurity threats. The
outcomes from this exploratory research provides a baseline to assist with further work on
defining a strategic framework to minimize cybersecurity risks. This framework can be
integrated with current industry frameworks to strengthen economic and commercial
impact by contributing to the cyber security industry body of knowledge. The pilot study
provided the relevant information required to demonstrate the feasibility for development of
this type of framework, and it demonstrated an approach that is intended to be used within a
larger-scale study to support this initiative.



6. Further work

There were several limitations of the pilot study, and these can be incorporated into the next
phase of this research. Further development of the survey study instrument should be
considered, possibly by leveraging a more robust tool such as Qualtrics and randomly
allocating the positions of the questions to avoid order effects that may bias participants
completing the survey. The partnership research design could be expanded to facilitate
quantitative and qualitative techniques in parallel with equal weight, leveraging qualitative
techniques such as an interview study, a case study and grounded theory. In-depth data
collection and analysis can be completed to facilitate a broader collection of data, which will
provide an appropriate representative sample and achieve saturation to ensure that
adequate and quality data are collected to support the study. Quantitative analysis can be
completed through statistical techniques (i.e. regression analysis) taking into account:

 the effectiveness of cybersecurity frameworks; and

 the effectiveness of decisions made by stakeholders on implementing cybersecurity
measures.
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